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1 DECLARATION OF MEETING OPENING/ANNOUNCEMENT OF VISITORS 

The Presiding Member announced the meeting opened at 4:31pm and read the 
Acknowledgement of Country. 

1.1  ACKNOWLEDGEMENT OF COUNTRY 

I would like to begin by acknowledging the Whadjuk Nyoongar people, Traditional 
Custodians of the land on which we meet today, and pay my respects to their Elders 
past and present. I extend that respect to Aboriginal and Torres Strait Islander 
peoples here today. 

2 DISCLAIMER 

The Presiding Member drew attention to the Town’s Disclaimer. 

3 ANNOUNCEMENTS BY PRESIDING MEMBER WITHOUT DISCUSSION 

The Presiding Member announced that Cr MacFarlane will be joining the meeting 
remotely via Microsoft Teams and that the meeting is being recorded, solely for the 
purpose of confirming the correctness of the Minutes. 

4 ATTENDANCE  

Members 

Cr Craig Masarei Elected Member (Presiding Member) 
Cr Paul MacFarlane Elected Member (via Microsoft Teams) 
Cr Brad Wylynko Elected Member 
Mr Andrew Dimsey Community Representative 
Mr Ian McKenzie Community Representative 

Officers  

Mr Matthew Scott Chief Executive Officer 
Mr Shane Collie Director Corporate Services and Governance 
Ms Sarah Jessop Finance Manager 
Ms Irene Wai Shan Au-Yeung Assistant Finance Manager 
Ms Kate Saunders Executive Services Officer 

  

5 DECLARATION OF INTERESTS 

Nil.   
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6 CONFIRMATION OF MINUTES 

AC008/2022 

Moved Cr Masarei Seconded Mr McKenzie 

That the Minutes of the Audit Committee Meeting held on Wednesday 8 June 
2022 be confirmed as a true and accurate record. 

Carried 4/0 
For: Presiding Member Masarei, Cr MacFarlane, Mr Dimsey and Mr McKenzie 

Against: Nil 
 
Cr Wylynko was absent from the 8 June 2022 meeting. He did not vote on this 
item. 

 

7 PRESENTATIONS 

Nil  

8 REPORTS 

8.1 REPORTS OF OFFICERS 
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8.1.1 LOCAL GOVERNMENT (AUDIT) REGULATION 17 REVIEW 
 

Directorate: Corporate and Community Services 
Author(s): Shane Collie, Director Corporate and Community Services  
Authoriser(s): Matthew Scott, Chief Executive Officer  
File Reference: D22/42988 
Applicant(s):  
Applicant(s) Proponents:   
Author Disclosure of Interest: Nil 
 

SUMMARY 

A recent Local Government (Audit) Regulation 17 Review has been undertaken and the 
Review Report is now available for submission to the Audit Committee. 

OFFICER RECOMMENDATION IN BRIEF 

That the Audit Committee adopt the Review and recommend to Council that the Review be 
endorsed by Council. 

BACKGROUND 

Mr Michael Sparks from MS Consulting was engaged to undertake the Audit Regulation 17 
Review, as required by legislation below. The Review is complete and the report is submitted 
to the Audit Committee as required by legislation. 

OFFICER COMMENT 

The Review covered three areas of the Town’s internal operations: 

 (a) Risk Management  

In brief the Report in the Risk Management area covered the Risk Management Framework 
(recently reviewed and developed), Business Continuity Plan (recently developed also), 
material operating risks, current key risks, insurable risks, internal control system, 
purchasing and unusual transactions, Audit Committee function and fraud and misconduct 
risks.  

(b) Internal Controls 

Matters covered include role segregation, delegations of authority, effectiveness of Policy 
and Process documents, Training and Development, Approval processes, Management 
Reviews internally and externally, security and records access, security of IT systems, 
financial controls and cash, finance and budget, Account payments and audit/legal matters.  

 (c) Legislative Compliance 

Matters covered included Compliance Framework, complaints, adverse financial trends, 
management disclosures, ethical risks, legislative and regulatory change and conflicts of 
interest.   

 



AUDIT COMMITTEE MEETING MINUTES 22 NOVEMBER 2022 

Page 4 

The recommended actions from the Report are contained on pages 15 and 16 and all 
recommendations are proposed to be implemented. There were a number of points raised 
which were/are in the process of being attended to in any event and this Report adds weight 
to those actions already underway. 

ATTACHMENTS 

8.1.1(a) Audit Regulation 17 Review [under separate cover]  

CONSULTATION 

All sections of the organisation internally were consulted as part of the Report process. 

STATUTORY IMPLICATIONS 

Local Government (Audit) Regulations 1996 

17. CEO to review certain systems and procedures

(1) The CEO is to review the appropriateness and effectiveness of a local
government’s systems and procedures in relation to —

 (a) risk management; and

 (b) internal control; and

 (c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation
(1)(a), (b) and (c), but each of those matters is to be the subject of a review
not less than once in every 3 financial years.

(3) The CEO is to report to the audit committee the results of that review.

POLICY IMPLICATIONS 

• Updated Risk Management Policy is recommended for adoption by Council.

• Consideration of a Whistleblowing Policy or Procedure is recognised as a priority and
is to be actioned.

• Adopted Policies in use list to be updated as recommended.

• Records Management Policy to be reviewed.

STRATEGIC IMPLICATIONS 

This report is consistent with the Town’s Strategic Community Plan 2013 – 2023. 

Priority Area 6: Providing open and accountable local governance 

Major Strategy 6.2: Continue to deliver high quality governance, administration, resource 
management and professional development. 
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RESOURCE IMPLICATIONS 

Resource requirements are in accordance with the existing budgetary allocation. 

ENVIRONMENTAL SUSTAINABILITY IMPLICATIONS 

There are no perceived sustainability implications arising from the officer’s 
recommendation. 

VOTING REQUIREMENT 

Simple Majority  

AC009/2022 

OFFICER AND COMMITTEE RECOMMENDATION 

Moved Cr Masarei Seconded Mr Dimsey 

THAT the Audit Committee recommends to Council that the Local Government (Audit) 
Regulation 17 Review be adopted and submitted to Council for endorsement, with a 
timetable to implement the recommendations. 

Carried 5/0 
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8.1.2 RISK MANAGEMENT FRAMEWORK 
 

Directorate: Corporate and Community Services 
Author(s): Shane Collie, Director Corporate and Community Services  
Authoriser(s): Matthew Scott, Chief Executive Officer  
File Reference: D22/42990 
Applicant(s):  
Applicant(s) Proponents:   
Author Disclosure of Interest: Nil 
 

SUMMARY 

For the Audit Committee to note the updated Risk Register and Risk Summary Report for the 
Town and adopt the updated Risk Management Policy. 

OFFICER RECOMMENDATION IN BRIEF 

That the Audit Committee recommend to Council the adoption of the updated Risk 
Management Policy for the Town and note the updated Risk Register and Risk Summary 
Report.  

BACKGROUND 

The Town’s Risk Management framework was first developed in 2019 and is due for review.  
Former LGIS officer Mr Michael Sparks was engaged to conduct a Workshop with Senior Staff 
to update the Town’s Risk Register and Risk Management Policy. The Workshop was held on 
13 July 2022 and the aims were achieved and the resulting documents are submitted to the 
Audit Committee.  

OFFICER COMMENT 

The Workshop concentrated on three identified areas: 

1. Risk Register 

This document has been updated and contains 15 different Risk Profiles. There a number of 
identified risk matters contained within that require action. As these are actioned they will 
be crossed off and reporting back to the Audit committee will occur. 

2. Risk Summary Report 

This document is the brief Report provided on the Workshop and again contains a number of 
identified risk matters that require action. As these are actioned they will be crossed off and 
reporting back to the Audit committee will occur. 

3. Risk Management Policy 

This is the updated Risk Management Policy for the Town. It differs little from that in place 
before and identifies Risk Consequences, Likelihood and Acceptance Criteria. 
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4. General Comments

The following general comments are made in response to feedback received from Audit 
Committee members who were present at the postponed September Audit Committee 
meeting: 

• Strategic Organisational Risks.  It is the intention to include these when Council
embarks on its Strategic Community Plan review in the coming months.

• Areas noted as “Inadequate”.  Any area that is highlighted as “Inadequate” is to be
addressed and actioned by putting in place actions to make the area “Adequate”.
That is any rating of inadequate is the trigger to make it adequate.

• Request was received to Include a description on how the overall rating for an areas
is based on the findings across the entire area.  That is if most items are adequate,
the overall rating will be adequate.  Additionally a description of where some
inadequacies are accepted due to the context/size of the organisation. For example,
single person dependencies of the workforce. A control measure would be to employ
more staff, however once weighed up against the likelihood and consequences the
cost is not justifiable.  These adjustments can made when the Plan is next reviewed.

• Request was received to Incorporate a new Risk section into the Council report
template, with the rating to correlate with the risk rating table from the Framework
and allow for commentary.  It is felt that this does not add value to Council reports
which are already lengthy with numerous headings.  If a specific risk is identified the
Officer Report should reference it in the commentary in the Report.

• Review of Risk Register Annually.  The Audit Committee are tasked to review the Risk
Register annually and have the authority to raise additional risks, plus that they are
responsible for reporting risk matters back to Council.  This will form part of the
Town’s Compliance Calendar, which is updated and reported to the Audit Committee
at each meeting.

ATTACHMENTS 

8.1.2(a) 
8.1.2(b) 

8.1.2(c) 

Risk Management Policy [under separate cover]   
Risk Profile and Reporting Register [under separate cover]   
Operational Risk Assessment Summary [under separate cover]  

CONSULTATION 

Senior Staff. 

Audit Committee members. 
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STATUTORY IMPLICATIONS 

Local Government (Audit) Regulations 1996. 

POLICY IMPLICATIONS 

The Recommendation to this Report is for the adoption of an updated Risk Management 
Policy. 

STRATEGIC IMPLICATIONS 

This report is consistent with the Town’s Strategic Community Plan 2013 – 2023. 

Priority Area 6: Providing open and accountable local governance 

Major Strategy 6.2: Continue to deliver high quality governance, administration, resource 
management and professional development. 

RESOURCE IMPLICATIONS 

Resource requirements are in accordance with the existing budgetary allocation. 

ENVIRONMENTAL SUSTAINABILITY IMPLICATIONS 

There are no perceived sustainability implications arising from the officer’s 
recommendation. 

VOTING REQUIREMENT 

Simple Majority  

AC010/2022 

OFFICER AND COMMITTEE RECOMMENDATION 

Moved Cr Masarei Seconded Mr Dimsey 

THAT the Audit Committee recommends to Council that: 

1. The updated Risk Management Policy for the Town be adopted; 

2. The updated Risk Register and Risk Summary Report be noted; 

3. That Council participate in a strategic risk management discussion as part of the 
process to development of the new Strategic Community Plan; and 

4.  Consideration be given to including a section on Risk Management in future Council 
Reports.  

Carried 5/0 
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8.1.3 BUSINESS CONTINUITY PLAN 
 

Directorate: Corporate and Community Services 
Author(s): Shane Collie, Director Corporate and Community Services 
Authoriser(s): Matthew Scott, Chief Executive Officer  
File Reference: D22/42994 
Applicant(s): 
Applicant(s) Proponents: 
Author Disclosure of Interest: Nil 

SUMMARY 

For the Audit Committee and Council to note the completed Business Continuity Plan (BCP) 
prepared and now in place for the Town. 

OFFICER RECOMMENDATION IN BRIEF 

That the Audit Committee note the finalisation of the Town’s BCP. 

BACKGROUND 

While not a statutory requirement, the production of a BCP is considered an essential 
Management Tool and best practice throughout the local government and wider business 
industry. A BCP is one of many important documents developed to assist in the future 
Planning and reaction to emergency circumstances should they arise. 

MS Consultants were engaged to develop the BCP which is funded though the WA Local 
Government Association’s LGIS (Insurance) arm. MS Consultants (Mr Michael Sparks) has 
been a long term employee of LGIS in the Risk Management area and is appropriately 
qualified to produce a BCP for the Town.   

OFFICER COMMENT 

The BCP is an internal document not dissimilar to a procedures/process manual. There is no 
requirement for the Audit Committee or Council to adopt the Plan however it is important 
that the Audit Committee are aware that the Plan has been developed and will remain a 
resource for use in an emergency if required. 

A separate Information Technology (IT) Plan also forms part of the Town’s front line 
protection in the event of a major incident. The IT Plan is developed and implemented by the 
Town’s IT Contractor Managed IT Services and would be read in conjunction with the BCP. 
Again there is no requirement fro Council to adopt the IT Plan as it is effectively a blueprint 
of how Managed IT would work and respond on IT matters in the event of a major incident. 

ATTACHMENTS 

8.1.3(a) Business Continuity Plan 2022 [under separate cover]  
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CONSULTATION 

Senior Staff. 

Managed IT. 

STATUTORY IMPLICATIONS 

Nil. 

POLICY IMPLICATIONS 

There are no perceived Policy implications arising from the officer’s recommendation. 

STRATEGIC IMPLICATIONS 

This report is consistent with the Town’s Strategic Community Plan 2013 – 2023. 

Priority Area 6: Providing open and accountable local governance 

Major Strategy 6.2: Continue to deliver high quality governance, administration, resource 
management and professional development. 

RESOURCE IMPLICATIONS 

The BCP is funded through the WA Local Government Association. 

ENVIRONMENTAL SUSTAINABILITY IMPLICATIONS 

There are no perceived sustainability implications arising from the officer’s 
recommendation. 

VOTING REQUIREMENT 

Simple Majority  

AC011/2022 

OFFICER AND COMMITTEE RECOMMENDATION 

Moved Cr Masarei Seconded Cr Wylynko 

THAT the Audit Committee recommends to Council that the Town’s recently developed 
Business Continuity Plan be noted. 

Carried 5/0 
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8.1.4 MEETING DATES 2023 

That the Audit Committee confirms the meeting dates for 2023 and advertises the 
dates on the Town of Cottesloe website. 

AC012/2022 

Moved Cr Masarei    Seconded Mr Dimsey 

AUDIT COMMITTEE RECOMMENDS  

1. THAT the Audit Committee recommends that Council CONFIRMS the following 
dates for Audit Committee meetings for 2023: 

• Monday, 20 February at 4:30pm 
• Monday, 12 June at 4:30pm 
• Monday, 4 September at 4:30pm 
• Monday, 4 December at 4:30pm 

2. And THAT the dates be advertised on the Town of Cottesloe website. 

Carried 5/0 
 
8.2 ITEMS FOR DISCUSSION 

8.2.1 COMPLIANCE CALENDAR 
 

Attachments: 8.2.1(a) Compliance Calendar [under separate cover]    
 

The Compliance Calendar – November 2022 is provided for the information of the Audit 
Committee.   Actions are underway on matters outstanding.  
 
8.2.2 AUDIT COMMITTEE RESOLUTION DATABASE 
 

Attachments: 8.2.2(a) Audit Committee Resolution Database [under separate cover]    
 

The Audit Committee Resolution Database – November 2022 provides an update on Council 
resolutions put forward by the Audit Committee. 

9 GENERAL BUSINESS 

9.1 COMMITTEE MEMBERS  

9.2 OFFICERS   

10 MEETING CLOSED TO PUBLIC 

10.1 MATTERS FOR WHICH THE MEETING MAY BE CLOSED  

11 NEXT MEETING 

Monday, 20 February 2023 at 4:30pm. 
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12 MEETING CLOSURE  

The Presiding Member announced the meeting closed at 5:18pm. 
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Foreword

The goal of this review is to assist the Chief Executive Officer (CEO) in establishing the appropriateness 
and effectiveness of the Town’s systems and procedures in relation to Risk Management, Internal 
Control and Legislative Compliance. 

The report is based on prevailing conditions at the time of the review and information provided by Town 
of Cottesloe personnel. It does not imply that no other conditions exist and no liability shall be assumed 
by virtue of these observations.  

This report relates only to items specified within and should not be used for any other purpose. It is not 
intended to replicate or question the validity of the Town’s recently published Financial Management 
Review in respect to Regulation 5(2)(c).  

Unless otherwise noted, reports, policies, procedures and processes are deemed to be appropriate and 
in accordance with good practice. 

Background

Amendments to the Local Government (Audit) Regulations 1996 came into effect on 8 February 2013 
and introduced the following provisions: 

17. CEO to review certain systems and procedures 

(1) The CEO is to review the appropriateness and effectiveness of a local government’s systems and 
procedures in relation to — 

(a) Risk Management; and 

(b) Internal Control; and 

(c) Legislative Compliance. 

(2) The review may relate to any or all of the matters referred to in sub-regulation (1)(a), (b) and (c), 
but each of those matters is to be the subject of a review at least once every 3 calendar years. 

(3) The CEO is to report to the Audit Committee the results of that review. 

The Town was unable to provide evidence of the last review. 

Approach

Although there are no mandatory or minimum requirements for conducting the Regulation 17 review, 
the Department of Local Government and Communities’ Operational Guidelines No. 9 (Revised 
September 2013) provides a useful overview of the issues that should be taken into account when 
undertaking the review.  

These Operational Guidelines have been used as the basis and approach for the Regulation 17 review 
in this instance. 

Findings included within this report are based on site work completed on 25 and 31 August 2022 and 
on information provided prior, during and subsequent.  

Following completion of the review, a priority-rated list of recommendations has been outlined in the 
section titled ‘Recommendations: Regulation 17 Review - September 2022’, on pages 14 and 15 of this 
report. It is pleasing to report that only three High-Priority Rated matters were noted as part of the 
review.  
 

Report compiled by Michael Sparks, MS Consulting, 23 September 2022.
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Appropriateness and effectiveness of the Town's systems and procedures in relation to Risk 
Management, Internal Control and Legislative Compliance (Regulation 17 Review). 

RISK MANAGEMENT
Risk Management Systems and programs are a key expression of a Town’s attitude to effective controls. 

Risk Management Programs assessed were as follows:

Scope-Risk Management Evidence

1. Review whether the Town 
has an effective risk 
management system and 
that material operating 
risks to the Town are 
appropriately considered; 

References: Risk Management Policy, Procedures, Risk Profiles Risk 
Register. 
The Risk Management Framework components appear appropriate, 
effective, and standardised across all areas.  
The Framework appears representative of the Town’s material risk 
landscape with an appropriate balance between documentation, 
structure and process, relative to the Town’s current size, resource 
availability and complexity.    
The Framework (in MS Office format) includes:

 Risk Management Policy, inclusive of Risk Assessment and Acceptance 
Criteria (Updated July 2022 and due for Council approval); 

 Risk Management Procedures (Updated July 2022); 

 Operational Risk Profiles Risk Register incorporating individual Control 
ownership, prioritisation of risk, and actions to mitigate (where 
appropriate) for consideration and monitoring of material operating risks. 
It is noted that the Framework will be reviewed annually to remain current 
and effective. Last reviewed July 2022. Risk Summary Report from this 
review to be submitted to Risk and Audit Committee at the next meeting. 
There is no formal Strategic Risk Register in place. It is noted that the 
Town’s Strategic Community Plan is due for renewal in 2023 and that 
strategic risks will be assessed in alignment with the updated Strategic 
Community Plan. 

2. Review whether the Town
has a current and effective 
business continuity plan 
(including disaster 
recovery) which is tested 
from time to time; 

References: Business Continuity Procedures, Business Continuity Response 
Plan, Teams meeting with Craig Wall- Managed I.T. 
Business Continuity Management Procedures (BCP) (August 2022). 
Outlines principles to be followed and ongoing procedural requirements 
to ensure the BCP remains current and effective. Review due August 2025. 
Business Continuity Response Plan developed and tested September 
2022. The Plan appears current and effective, containing an Incident 
Leader Checklist, Communications Guidelines, Contact lists and staff 
welfare guidance. Review due September 2023. Next response exercise 
planned for 2024. Extracts of the Plan currently in use during Covid. 
There is no formal Disaster Recovery plan held by the Town. Disaster 
Recovery is managed by the Town’s Cloud services provider, Managed I.T. 
(1300 626 243) with the hosting environment based in the Vocus 
Datacentre in East Perth. Both are current and appear effective.  
Cyber insurance (LGIS) and Chubb Cyber Incident Response Hotline 
available in the event of Managed I.T. DR failure. 
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Scope-Risk Management Evidence

3. Assess the internal 
processes for determining 
and managing material 
operating risks in 
accordance with the 
Town’s identified 
tolerance for risk, 
particularly in the 
following areas; 

a) Potential non-compliance 
with legislation, 
regulations, standards and 
local government policies; 

b) Important accounting 
judgements or estimates 
that prove to be wrong; 

c) Litigation and claims; 
d) Misconduct, fraud and 

theft; 
e) Significant business risks, 

recognising responsibility 
for general or specific risk 
areas, such as: 
o Environmental risk and 

work health and safety, 
and how they are 
managed by the Town. 

References: Town website listing of ‘Policies’, LGISWA Scheme 
Membership Renewal Schedule, Financial Management Review Report.  
Leadership determine and manage material operating risks through 
maintenance of their internal policy and procedure controls: 

a) Potential non-compliance: Internal and External Audits of 
compliance, Compliance Audit Return (Department of Local 
Government and Communities) and Compliance Calendar. 
Compliance is covered in greater detail under the title ‘Legislative 
Compliance’ below. 

b) Important accounting judgements or estimates that prove to be 
wrong: None known by Finance Manager and Director Corporate and 
Community Services. None identified in Financial Management 
Review Report (Butler Settineri March 2022).

c) Litigation and claims: None known by Finance Manager and Director 
Corporate and Community Services. The Town appear to have a 
higher probability of litigation in the Planning/Building Approvals 
area relative to other areas, however are confident this is a reflection 
of the nature of this risk and not due to weak internal controls. 

d) Misconduct, fraud and theft: Refer: Risk Management 1, for 
background on Risk Management Framework. 

Code of Conduct for Employees - Adopted 8 September 2021. Section 
titled: ‘Reporting Suspected Unethical, Fraudulent, Dishonest, Illegal or 
Corrupt Behaviour’.  
Elected Members, Committee Members and Candidate Code of Conduct, 
Behaviour Complaints Management Policy on Town website (25 May 
2021). Council Members, Committee Members and Candidates Code of 
Conduct (2021) (18 May 2021). 

e) Significant business risks, Refer: Risk Management 1, for 
background on Risk Management Framework. 

Ongoing management of Environmental compliance. Environmental 
Health officers employed by the Town. Environmental controls include 
tree planting program, dune maintenance program, weed and vermin 
control, illegal dumping collections, foreshore erosion management and 
engagement with local environment groups. 
There is no formal Environmental Policy, however environment is 
reflected in the Town’s Risk Management Policy and Procedures as a 
Measure of Consequence, the Natural Area Management Plan update is 
due June 2023 and the development of a Green Infrastructure 
Management Plan is due November 2022.  
Dedicated Work Health and Safety (WH&S) resource shared with 
neighbours. Safety audits are conducted and Safe Work Method 
Statements used to identify and mitigate hazards. Staff have Toolbox / 
Team safety meetings and receive relevant training such as training in 
Traffic Management. 
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Scope-Risk Management Evidence
WH&S is currently being moved to human resources (HR) for oversight
and an Occupational Safety and Health (OSH) Register is in place, but not 
sighted.  
Internal Emergency Management Framework and External Local 
Emergency Management Arrangements in place and tested.

4. Ensure the Audit 
Committee obtain regular 
risk reports which identify 
current key risks, the 
effectiveness of the risk 
management system in 
ensuring that these 
current key risks are 
monitored and new or 
emerging risks are 
identified, mitigated and 
reported; 

References: Audit Committee Agendas and Minutes, Operational Risk 
Report July 2022. 
Audit Committee Minutes for 2019, 2020, 2021 and 2022 were sighted 
and it appears from those sampled that Risk reports were not previously 
provided to the Audit Committee on a regular basis. This has been 
resolved with the review and an update of the Risk Framework. 
It was stated that the latest summary Operational Risk Report produced 
in July 2022, is due for submission at the next Audit Committee meeting. 
The Risk report identified that:  
 There were no operational risks rated Extreme, High, or with a 

Likelihood considered Almost Certain.  
 The overall risk trend since the last review appears to have improved 

in the areas of Asset Management, Environment Management, 
External Theft and Fraud, Misconduct and Safety and Security. 

 Nineteen Control improvements or actions were identified to further 
strengthen risk mitigation. 

5. Assess the adequacy of 
Town processes to 
manage insurable risks 
and ensure the adequacy 
of insurance cover and the 
level of self-insurance; 

Reference: LGISWA Scheme Membership Renewal Acceptance 21 June 
2022. 
All insurances are held with LGISWA (insurer of all WA local governments). 
A review is held with the insurers annually and adjustments to policies and 
insurance levels made as appropriate. 
Self-insured items relate to insurance excesses and exclusions. 

6. Review the effectiveness 
of the Town’s internal 
control system with 
management and the 
external auditors; 

References: Operational Risk Summary Report July 2022, Audit Committee 
Unconfirmed Minutes 14 June 2022, Financial Management Review Report 
(Butler Settineri March 2022).  
At the last Risk Register review (July 2022), nineteen Control 
improvements or actions were identified. None were considered to require 
urgent attention by the Town and will be implemented in prioritised or 
resources-availability order between September 2022 and August 2023. 
Design, Operating and Overall Effectiveness of Controls is reflected on 
Page 11 of the Town’s Risk Management Procedures.  
Financial Management Review Report (external auditors - Butler Settineri, 
March 2022) states: “In particular, we found that all major controls in 
relation to financial controls for the receipting of monies, control over 
expenditure, revenue and record keeping are in place and functional. 
Therefore, most of our findings in relation to these areas are categorised 
as “Moderate” or “Minor”, which indicate a generally good system of 
internal control”. 
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Scope-Risk Management Evidence

7. Assess whether 
management has controls 
in place for unusual types 
of transactions or any 
potential transactions that 
might carry more than an 
acceptable degree of risk; 

References: Purchasing Policy & Procedures, Delegated Authority Register, 
Risk Management Framework.  
Purchasing procedures are manually applied and appear effective, with 
clear segregation of roles and functions, processing and delegated 
authorisation controls.  
Procedures are standardised across all areas including Payroll, Projects and 
Tenders, therefore any unusual types of transactions or any potential 
transactions that might carry more than an acceptable degree of risk
should be detected and managed. 
Office of the Auditor General (OAG) Engagement Letter and Ernst & Young
Audit Plan and Extension Letter sighted. 
A lease register is used to monitor lessee compliance in respect to the 
Town’s leased properties (not sighted).  

8. Assess the Town’s 
procurement framework 
with a focus on the 
integrity and transparency 
of policies and procedures 
and whether these are 
being applied; 

References: Purchasing (Procurement) Framework (Policy, Procedures, 
Systems, Segregation of duties, Delegated Authority Register), Audit 
Committee Audit Plan 2022. 
Purchasing Policy & Procedures: Recent updates to the Policy (September 
2020 and February 2021) reflect currency and priority. It was noted that 
an amendment to the Town’s Purchasing Policy to identify the specific 
situations under which purchase orders are not required to be issued will 
be included at the next review. Review of the Purchasing Policy and 
Procurement Management Plan is due December 2022 (Director of 
Corporate and Community Services (DCCS)). 
Purchasing procedures are manually applied, however, appear effective, 
with clear segregation of roles and functions, processing and authorisation 
controls. Procedures are standardised across all areas including Payroll, 
Projects and Tenders.  
The Audit Committee’s Audit Plan 2022 includes an audit focus area 
relating to compliance with operational procurement control 
requirements. 
Application of the Contract Management Framework (register, renewal 
reminders, contractor insurance checks and reviews of contract 
arrangements) is managed manually and appears inconsistent across
different areas.  
A dual Administration Support/Contracts Management role reflects the 
possibility of inadequate resourcing for Contract Management.  
Contract renewal reminders are not automated or diarised, with reliance 
for renewals placed on individual staff managing the contract or 
contractors requesting increased costings at renewal date.  
The scheduled introduction of the Datascape Enterprise Resource Planning 
System (ERP) in intended to modernise and put in place a process where 
this will occur. 
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Scope-Risk Management Evidence
There is no formal generalised risk assessment process in place prior to 
awarding contracts, though individual Request for Tender documents 
contain a separate risk assessment process. 
Contractor insurance checks and reviews of contract arrangements are not 
consistent. 
Large construction contract tendering, approval, processing and 
authorisation controls appear efficient, with Detail Design stage including 
aspects of any potential heritage or environmental impacts and offsets, 
and a review of final project deliverables through a Practical Completion 
Meeting and defect retention bonds (Director Engineering Services (DES)). 
Contract variations processing and authorisation controls appear 
effective.  
WALGA e-Quotes Preferred Supplier list is used where appropriate. 
A Procurement Management Plan (Engineering Services V1.2017), and a 
Contract Management Plan (V1.2019) was sighted, however appears to 
be used only by Engineering Services and not on a consistent basis. It was 
stated that these documents were approved by the Audit Committee 
(DES), however this was not sighted. 

9. Should the need arise, 
assess the Audit 
Committee’s meeting 
practices with key 
management, external 
auditors and Compliance 
staff, to understand and 
discuss any changes in the 
Town’s control 
environment; 

Reference: Audit Committee Minutes. 
Audit Committee meet four times annually.  
Audit Committee Minutes for 2019, 2020, 2021 2022 were sighted and it 
is evident from those sampled that meeting attendees include Town 
Officers, Community Representatives, External Auditors and Office of the 
Auditor General representatives. 

10. Ascertain whether fraud 
and misconduct risks have 
been identified, analysed, 
evaluated, treated, 
communicated and 
monitored and there is 
regular reporting and 
ongoing management of 
fraud and misconduct 
risks. 

References: Misconduct Profile (Risk Register). Refer: Purchasing Policy & 
Procedures (RM 8 above). 
Risk Management Framework includes ‘Misconduct’ Risk Profile 
component. Management of fraud and misconduct risks is conducted 
through: 

 Ongoing Audits by external Auditors and OAG; 
 Monitoring of budget variances, information technology (IT) security 

access, segregation of duties, tender and procurement process, 
accrued leave balances. 

 Adherence to the Code of Conduct;  
 Internal and external complaints monitoring.  
 Police clearances. 

Fraud/misconduct is documented in the Town’s Code of Conduct, but 
there is no formal Whistleblowing Policy, Disciplinary Procedures and 
Misconduct/Fraud/Theft Policy or Procedures. 
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INTERNAL CONTROL
Internal control systems involve policies and procedures that safeguard assets, ensure accurate and reliable 
financial reporting, promote compliance with legislation and achieve effective and efficient operations 
applicable to the current size, resource availability and complexity of the Town’s operations. 

Internal Controls assessed were as follows:

Scope-Internal Control Evidence

1. Review segregation of 
roles and functions, 
processing and 
authorisation controls; 

References: Purchasing procedures, Payroll process, New employee induction 
process. 
Purchasing procedures are manually applied and appear effective, with clear 
segregation of roles and functions, processing and delegated authorisation 
controls. Procedures are standardised across all areas including Projects.  
Payroll process includes; timesheet requiring approval by relevant Manager, 
overtime requires prior approval and is limited and employee leave balance 
and rostered day off (RDO) update reports generated. Clear segregation of 
roles and functions, processing and authorisation controls. 
New employee commencement documentation (Contract, Employee 
Handbook, IT guidelines, Customer Service Charter, Choice of Super Form, 
Diversity Survey, Personal details form, Tax Declaration, Superannuation 
Policy, Choice of Super & Position description) and set up in Authority has 
clear segregation of roles and functions, processing and authorisation 
controls. 

2. Review Delegations of 
Authority (completeness 
and adherence); 

Reference: Delegated Authority Register 2022/23. 
The delegation is consistent with relevant legislation. Only specific matters 
under the quoted legislation are delegated and all changes in delegation are 
approved by Council. 
Sampled delegations appear valid and appropriate. 

3. Review the effectiveness 
of Policy and Process 
documentation and 
Reviews; 

References: Compliance Calendar, Town website listing of ‘Policies’, ‘Adopted 
Policies in Use’ schedule. 
It was stated that the Town conduct an ongoing rolling review of their policies 
and processes. 
‘Adopted Policies in Use’ schedule (listed as ‘Policy Manual Adoption and 
Review Dates’ on website) is used to monitor Town policies, however it does 
not identify frequency of policy review, next review due date, responsible 
officer, any related legislation, guidelines or procedures and whether the 
policy is current, revoked or replaced with a Policy of a different title. 
Internally, the Policy listing is also not incorporated into the Compliance 
Calendar for reminder frequency. 

4. Assess the effectiveness of 
training and development 
plans for staff and elected 
members; 

Reference: Governance Officer. 
Elected members training is covered by statute, conducted by Western 
Australian Local Government Association (WALGA) and all elected members 
are up to date. Mayor Young is still to finish the last of her training and is 
aware of this obligation. 
Staff training is initiated during Performance Reviews or at the request of an 
employee, is subject to approval after completion of a Training Request Form, 
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Scope-Internal Control Evidence

and is covered by an annual training budget allocated on an organisation-wide 
basis that ceases when it is exhausted. It appears appropriate as is not 
normally fully expended.

5. Assess approval process of 
documents, letters and 
financial records; 

Reference: Director Corporate and Community Services. 
Formally documented approval processes are in place where required by 
legislation, policy or procedure.  
No formally documented approval process for other standard documents, 
letters and financial records. Documents, letters and financial records 
correspondence sent to an external party is peer-reviewed prior to sending. 

6. Assess management 
reviews in respect to 
comparison of internal 
data with external 
sources of information; 

Reference: Director Corporate and Community Services. 
Monitoring of legislative changes through the Department of Local 
Government. 
External sources of information include Membership of WALGA for Local 
Government updates.

7. Assess security controls in 
respect to direct physical 
access to assets and 
records; 

References: Risk Register, Senior Records Officer, Recordkeeping Procedure 
Update 2022, Records Management Policy (August 2013), Annual Report 
2021. 
Assets are protected through security access controls, such as keys, swipe 
cards, alarms, closed circuit television (CCTV) and keypad access, dependent 
on the facility housing those assets.  
A record of fixed, minor and attractive items is maintained and there is 
insurance for loss of assets. 
There is no formal Asset Management Plan or Policy, however management 
have undertaken to finalise the Town’s Property Management Plan, to 
address the building maintenance schedule (Sept 22, Coordinator Building 
and Conservation Projects), finalise the Long-Term Financial Plan (October 
2022, Director of Corporate and Community Services) and finalise the Asset 
Management Plan and Incorporate it with LTFP (December 2022, Director of 
Engineering Services). 
There is a standardised contractor/visitor sign-in process. 
Old Records (prior to 2009) are archived offsite in a third party secure facility
(ZircoData). All incoming hard copy documents created since 1 January 2009 
are digitised in accordance with the requirements of the State Records 
Commission General Disposal Authority for Source Records. This includes 
incoming mail. 
The Town uses HPE Records Manager RM8 (known as TRIM) to manage its 
hard copy and electronic records. Access to Records is controlled through the 
use of logins, passwords, user permissions and access controls.   
Vital records such as signed agreements and leases are retained in hard copy 
and stored in locked cabinets or the storage room. The cabinets and records 
storage room are not fire-rated. 
Building and Planning applications are scanned in that department and 
forwarded to Records for storage once complete. 
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HR records are stored in a locked cabinet in the HR Department.
A new ERP Record-keeping system is due for implementation prior to 2024. 

8. Assess security controls in 
respect to computer 
applications and 
information systems 
(general and application IT 
controls) standards;  

References: IT Security Policy/Procedure, Teams meeting and emails with 
Craig Wall: Managed I.T. 
Computer applications and information is managed by the Town’s Cloud 
services provider, Managed I.T., with the hosting environment based in the 
Vocus Datacentre in East Perth. Both are current and appear effective.  
The Town has migrated all on-premise virtual servers into Managed IT’s 
private cloud datacentre in Perth, and has no on-premise servers any longer. 
Managed IT have redundancy built into their infrastructure and there are 
multiple backups running and replicating offsite. 
Software systems are managed by an external consultant (Brenton Pember), 
who has managed systems for the Town over many years. A Business 
Continuity Plan has recently been developed.

9. Assess security controls 
access limits to make 
changes to data files and 
systems;  

Reference: Director Corporate and Community Services. 
Changes to data files and systems cannot be made by an individual. All 
changes require Director or CEO approval with notification to Managed IT 
services provider. 
Staff security access reviewed at minimum annually, with passwords more 
regularly. 

10. Assess whether the 
maintenance and review 
of financial control 
accounts and trial 
balances is regular and 
appropriate; 

11. Compare physical cash 
and inventory count 
records with accounting 
records; 

References: Monthly Reconciliation checklist, Cash on Hand and Petty Cash 
Declarations, Manager Finance interview. 
End-of-Month reconciliations include all those undertaken between 
accounting records, Cash on Hand and Petty Cash Declarations, Financial 
Control Accounts and Trial Balances. 

12. Assess management 
reviews in respect to 
comparison and analysis 
of financial results with 
budgeted amounts; 

References: Monthly Financial Report, Financial Management Review. 
Monthly Financial Report and material variance explanations between actual 
and budget are reported to Council monthly and signed off by Director 
Corporate and Community Services, as part of the monthly financial and 
reconciliation statements. This adequately represents the monthly surplus on 
an ongoing basis. 
The Mid-Year Budgets (March 2022 sighted) and Financial Management 
Reviews confirm. 

13. Assess management 
reviews in respect to the 
accuracy and content of 
records; 

References: TRIM Records Management System, Recordkeeping Procedure 
Update 2022, Annual Report 2021. 
Refer IC 7 above. Records are managed by the Senior Records Officer 
according to the instructions outlined in the Recordkeeping Procedure 
Update 2022.  
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Guidance and direction for the creation and management of the Town’s 
Records are outlined in this procedure and appear appropriate.  

14. Assess controls in respect 
to purchasing and 
payment of accounts; 

15. Assess reporting, review 
and approval of financial 
payments and 
reconciliations; 

References: Purchasing Policy and Procedures, Refer: RM 6, 7, 8, Monthly 
Reconciliation checklist, Delegations Register.  
Purchasing procedures are manually applied, however, appear effective, with 
clear segregation of roles and functions, processing and authorisation 
controls. Procedures are standardised across all areas including Payroll, 
Projects and Tenders. 
Payments processed, reviewed and approved by multiple personnel. 
All new / changes to supplier details are reviewed and authorised by Assistant 
Finance Manager. 

16. Review liaison practices 
and regularity with 
auditors and legal 
advisors. 

Reference: Audit Committee Minutes. 
Sighting of Audit Committee Minutes, letters and reports from OAG and 
External Auditors appear reflective of appropriate and effective liaison 
practices. 
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LEGISLATIVE COMPLIANCE
The compliance programs of a Town are a strong indication of attitude towards meeting legislative 
requirements. 

Compliance programs assessed were as follows:

Scope- Legislative 
Compliance Evidence 

1. Assess internal 
monitoring of 
compliance with 
legislation and 
regulations (Compliance 
Framework for meeting 
statutory obligations 
within statutory 
timeframes and accuracy 
delivery standards) 

2. Assess communications 
between management 
and the Audit 
Committee to ensure the 
Audit Committee is 
informed in respect to 
the effectiveness of the 
local government’s 
compliance and 
recommendations for 
changes as required; 

3. Assess the Town’s 
completion of the 
annual Compliance Audit 
Return and reporting the 
results of that review to 
the Audit Committee 
and Council; 

References: Compliance Calendar, Annual Compliance Audit Return, February 
2022, Audit Committee Minutes 2 February 2022 and Unconfirmed Minutes 14 
June 2022. 
Overall, the Town appears to have an adequate Compliance Framework. The 
Framework includes, amongst others, a Compliance Calendar, an Audit 
Committee, Statutory Reports, Register of Primary and Annual Returns, Gifts 
Register, OSH Register, Freedom of Information Register and a Council Agenda 
report template. 
This includes internal and public domain legal documentation and systems 
and procedures in place to continuously record the Town’s compliance on an 
on-going basis, rather than just once a year at the time of completing the 
Audit Return.  
External Audits of compliance that have been conducted in recent years 
provide reasonable insight into the adequacy of practices occurring in the 
Town and these have not revealed significant flaws in the practices that have 
been audited.  
The Town’s Annual Compliance Audit Return is submitted to the Audit 
Committee each year in accordance with the Local Government Act 1995. The 
Audit Committee Minutes of 2 February 2022 included this item.  
Management have committed to complete a review and update of the Local 
Planning Scheme and Strategy (23 June 2022, Director Development and 
Regulatory Services (DDRS)). 
Compliance obligations are ongoing and the Compliance Calendar is updated 
through the Audit Committee every three months and was last submitted to 
the Committee on 7 September 2022. 

4. Review whether the 
Town has procedures for 
it to receive, retain and 
treat complaints, 
including confidential 
and anonymous 
employee complaints; 

References: Customer Services Charter, Behaviour Complaints Management 
Policy. 
The procedure for dealing with complaints about alleged breaches of the 
behaviour requirements is set out in the ‘Elected Members, Committee 
Members and Candidates Code of Conduct, Behaviour Complaints 
Management Policy’ (25 May 2021).  
This Policy and the Complaints Register for complaints regarding Council 
Members is available on the Town’s website.  
The Public Interest Disclosures Procedure details support for staff who make 
Public Interest Disclosures and the Customer Services Charter sets out the 
procedures for resolving complaints and disputes from Customers. There is no 
formal Customer Complaints Register in place. 
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Compliance Evidence 

The procedure for managing confidential and anonymous employee 
complaints is via direct line management or HR. No Whistleblowing Policy is in 
place. 

5. Assess management’s 
process in respect to the 
identification of adverse 
trends and management 
plans to address these; 

References: Monthly Financial Statements, Mid-Year Budget Review, Risk 
Register. 
There were no known adverse Legislative Compliance-related trends by 
Finance Manager and Director Corporate and Community Services.  
Any potential adverse financial Compliance-related trends would be identified 
in External Audits, Monthly Financial Statements or Budget Reviews. 
Any potential non-financial Compliance-related adverse trends will be 
identified during Risk Register updates. 

6. Review management 
disclosures in financial 
reports of the effect of 
significant compliance 
issues (if any); 

References: Audit Committee Minutes, Compliance Calendar. 
No significant compliance issues known by Finance Manager and Director 
Corporate and Community Services. 

7. Assess whether the 
external auditors have 
regard to compliance 
and ethics risks in the 
development of their 
audit plan and in the 
conduct of audit 
projects, and report 
compliance and ethical 
issues to the Audit 
Committee; 

References: OAG Engagement Letter and Ernst & Young Audit Plan and 
Extension Letter. 
OAG Engagement Letter and Ernst & Young Audit Plan (June 2022) and 
Extension Letter sighted. Areas of Audit focus include compliance with 
operational procurement control requirements with the commitment to 
communicate control deficiencies or process improvement opportunities to 
the Audit Committee. 
Ernst & Young audit the financial statements of the Town on behalf of the 
Office of the Auditor General (“Auditor General”) and the audits will be 
conducted in accordance with Australian Auditing Standards and practices, 
which include the testing of ethics. 

8. Assess the Town’s ability 
to stay informed 
regarding legislative and 
Regulatory changes; 

Reference: Compliance Audit Return. 
Annual Report, Compliance Audit Return reviews and updates. 
Monitoring of legislative changes through the Department of Local 
Government. 
External sources of information include membership of WALGA for Local 
Government updates. 

9. Review of the Audit 
Committee’s processes 
and procedures in 
respect to compliance 
with legislative and 
regulatory requirements 
ensuring no misuse of 
position through 
adequate disclosure of 
conflicts of interest. 

References: Codes of Conduct, Minutes of Audit Committee meetings, 
Declarations of Financial Interests Register.  
Induction Manual Elected Members, Committee Members and Candidate 
Code of Conduct, Behaviour Complaints Management Policy on Town website 
(25 May 2021).  
Council Members, Committee Members and Candidates Code of Conduct 
(2021). 
Declarations of interest are on each agenda and requested at meetings. 
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Recommendations: Regulation 17 Review – September 2022 Priority Rating 

Reference Summary of Recommendations Low Med High

RM1 Recommend Council approve the recently developed Risk Management 
Policy, including Risk Assessment and Acceptance Criteria.  X   

RM 1, 4 Submit the Risk Summary Report from the July 2022 risk review to the 
Audit Committee at their next meeting.  
This was Submitted to the Audit Committee September 2022; however, 
no meeting quorum was present.  
Recommend that all future Risk Summary Reports be provided to the 
Audit Committee.  

 X  

RM 1 Recommend development of a Strategic Risk Register in alignment with 
the Strategic Community Plan due for renewal in 2023.   X 

RM 3c The Town appears to have a higher probability of litigation in the 
Planning/Building Approvals area relative to other areas. Recommend a 
review of internal controls to confirm effectiveness. 

X 

RM 8 The Town is potentially exposed to risks due to contracts operating after 
expiry of contract terms or contractors not adequately insured. 
While it is understood that the scheduled introduction of the Datascape 
Enterprise Resource Planning System (ERP) in intended to modernise and 
put in place a process for the management of contract, there is still some 
time before implementation.  
Recommend development and implementation of an interim Contracts 
Register for the management of external Suppliers, Contractors, IT 
Vendors or Consultants engaged for operations, which incorporates: 

 All relevant contract information; 
 Renewal reminders; 
 Contractor insurance checks at initiation and annually; 

A formal risk assessment process with risks assessed prior to 
contracts being awarded; and 

 A formal diarised contract review process. 
Recommend the Town’s Lease Register follow the same format to 
monitor lessee compliance in respect to the Town’s leased properties. 

  X 

RM 8 No formal purchasing procedure is in place. Purchasing procedures are 
manually applied, however, appear effective, with clear segregation of 
roles and functions, processing and authorisation controls.   

X   

RM 9 Recommend the Procurement Management Plan (Engineering Services 
V1.2017) and the Contract Management Plan (V1.2019) be standardised 
or integrated with other Purchasing / Procurement / Contract 
documentation to form one approach across the organisation.   

 X  

RM 10 Reporting suspected unethical, fraudulent, dishonest, illegal or corrupt 
behaviour is reflected in the Town’s Code of Conduct for Employees, 
however, their protection after reporting is not. 

  X 
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Recommendations: Regulation 17 Review – September 2022 Priority Rating 

Reference Summary of Recommendations Low Med High

The Town does not currently have a formal Whistleblowing Policy, formal 
Disciplinary Procedures and/or Misconduct / Fraud Policy or Procedures. 
Recommend development of a formal Whistle-blower Policy and 
Procedure to outline the importance and responsibility that all staff in the 
Town have in ensuring that fraud is prevented through proper compliance 
with existing management controls, and that where wrongdoing is 
suspected, that it can be freely escalated in a safe and protected 
environment. 
The Town is potentially exposed to risks from staff undergoing disciplinary
actions claiming that these actions arise out of bias against them or 
bullying. 
Recommend development of formal Disciplinary Procedures to ensure 
consistency of disciplinary actions. 

IC 3 Recommend the ‘Adopted Policies in Use’ schedule (listed as ‘Policy 
Manual Adoption and Review Dates’ on the Town’s website) be updated 
to further include: 

 The frequency of policy review; 
 Review due date;  
 Responsible Officer; 
 Any related legislation, guidelines or procedures; and 
 Whether the policy is current, revoked or replaced with a policy of a 

different title. 
It is recommended that a biennial review of the Policy schedule be 
incorporated into the Compliance Calendar for reminder frequency and 
relevant Policies noted in any Delegation.

X   

IC 7 Although a new ERP Record-keeping system is due for implementation in 
2024, it is recommended that a review of the Records Management 
Policy (last updated August 2013) be conducted. 

X   

LC 4 The Customer Services Charter sets out the procedures for resolving 
complaints and disputes from Customers, however there is no formal 
Customer Complaints Register in place. 
It is recommended that a Customer Complaints Register be produced to 
monitor the management of complaints. 

 X  
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Risk Control Risk Control

Moderate Adequate Low Adequate

Current Actions Due Date Current Actions Due Date
Finalise Property Management Plan to 
address building maintenance schedule

Sep-22

Finalise LTFP Oct-22

Finalise Asset Management Plan & 
Incorporate with LTFP

Dec-22

Implement annual review of staff licencing Dec-22

Risk Control Risk Control

Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Finalise development of Business Continuity 
Plan

Nov-22

Continue development of Coastal Hazard 
Risk Management and Adaptation Plan 

Aug-23

Risk Control Risk Control

Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Finalise Audit Regulation 17 Review Sep-22
Confirm automatic blocking of inappropriate 
internet websites

Sep-22

Review Purchasing Policy & Procurement 
Management Plan

Dec-22 Review Vendor level of desk-top support Sep-23

Commence the review and update of the 
Local Planning Scheme and Strategy

Jun-23 Complete Business Continuity Plan Nov-22

Risk Control Risk Control

Moderate Adequate Low Adequate

Current Actions Due Date Current Actions Due Date

Upgrade current website content Jun-23

Risk Control Risk Control

Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Documenting processes of key staff Jun-23

Manage and implement Award transition Jun-23

Risk Control Risk Control

Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date

Implement proactive user-friendly website Jun-23
Include safety and security as a standing item 
in internal meeting agendas

Jun-23

Risk Control Risk Control

Moderate Adequate Moderate Adequate

Current Actions Due Date Current Actions Due Date
Review and update Natural Area 
Management Plan

Jun-23

Complete Green Infrastructure Management 
Plan

Nov-22

Revegetation of John Black Dune Park Jun-23

Risk Control

Moderate Adequate

Current Actions Due Date

Responsibility

DCCS

Safety and Security Practices

Supplier/Procurement and Contract Management

Responsibility

To add additional Actions cells, insert a new 
line, click in the last of the existing cells above 

and drag down. This will bring the formulas 
into the new cells.

Responsibility

CEP

HR

Responsibility

CEO

Responsibility

DCCS

DCCSDCCS

Responsibility

HR

Facilities-Venues

CEP

HR

Responsibility

Responsibility

Responsibility

Environment

Engagement

Compliance Risk

Project / Change Management

Responsibility

DDRS
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ATTACHMENT 
ITEM 8.1.2C: 

OPERATIONAL RISK ASSESSMENT SUMMARY 



Town of Cottesloe Operational Risk Summary Report July 2022 

The following summary is sourced from Excel Workbook: 13 July 2022 Town of Cottesloe Risk Profile 
and Reporting Register. 

The worksheet Tab labelled Matrixes  reflects the Town updated Risk Assessment and Acceptance 
Criteria. 

According to the Town Risk Assessment and Acceptance Criteria, all Risk Profiles fall within 
appetite, are acceptable operational risk, have adequate Controls in place, managed by routine or 
specific procedures, and are subject to annual or semi-annual monitoring.  

There are no Operational risks rated . 
There are no Operational risks rated . 
There are no Operational risks with a Likelihood considered .  
The overall risk trend since the last review appears to have improved in the areas of Asset 
Management, Environment Management, External Theft and Fraud, Misconduct and Safety and 
Security. 
Nineteen (19) improvements or actions were identified to strengthen Controls.  

Improvements or actions prioritised according to due date are: 

Risk Profile Improvement or Action Due Date Who 

Asset Management Finalise Property Management Plan to address building 
maintenance schedule  Sept 22 CBC 

Compliance Finalise Reg 17 review Sept 22 CEO 

IT/Communications Confirm automatic blocking of inappropriate internet 
websites Sept 22 DCCS 

IT/Communications Review Vendor level of desk-top support Sept 22 DCCS 
Asset Management Finalise Long Term Financial Plan Oct 22 DCCS 
Disruption Finalise development of Business Continuity Plan Nov 22 DCCS 
Environment Complete Green Infrastructure Management Plan Nov 22 CEP 

Asset Management Finalise Asset Management Plan & incorporate with Long 
Term Financial Plan  Dec 22 DES 

Asset Management Implement annual review of staff licencing requirements Dec 22 HR 

Compliance Review Purchasing Policy & Procurement Management 
Plan Dec 22 DCCS 

Compliance Commence the review and update of the Local Planning 
Scheme and Strategy June 23 DDRS 

Document 
Management Upgrade current website content June 23 DCCS 

Engagement Implement proactive user-friendly website June 23 DCCS 
Environment Review and update Natural Area Management Plan June 23 CEP 
Environment Revegetation of John Black Dune Park June 23 CEP 
Human Resources Documenting processes of key staff June 23 HR 
Human Resources Manage and implement Award transition June 23 HR 

Safety and Security Include safety and security as a standing item in internal 
meeting agendas June 23 CEO 

Disruption Continue development of Coastal Hazard Risk 
Management and Adaptation Plan (CHRMAP) Aug 23 DES 
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Improvements or actions prioritised according to responsibility are: 

Risk Profile Improvement or Action Due Date Who 

Asset Management Finalise Property Management Plan to address building 
maintenance schedule  Sept 22 CBC 

Compliance Finalise Reg 17 review  Sept 22 CEO 

Safety and Security Include safety and security as a standing item in internal 
meeting agendas June 23 CEO 

Environment Complete Green Infrastructure Management Plan Nov 22 CEP 
Environment Review and update Natural Area Management Plan June 23 CEP 
Environment Revegetation of John Black Dune Park June 23 CEP 

IT/Communications Confirm automatic blocking of inappropriate internet 
websites Sept 22 DCCS 

IT/Communications Review Vendor level of desk-top support Sept 22 DCCS 
Asset Management Finalise Long Term Financial Plan Oct 22 DCCS 
Disruption Finalise development of Business Continuity Plan Nov 22 DCCS 

Compliance Review Purchasing Policy & Procurement Management 
Plan Dec 22 DCCS 

Document 
Management Upgrade current website content  June 23 DCCS 

Engagement Implement proactive user-friendly website June 23 DCCS 

Compliance Commence the review and update of the Local Planning 
Scheme and Strategy June 23 DDRS 

Asset Management Finalise Asset Management Plan & incorporate with Long 
Term Financial Plan  Dec 22 DES 

Disruption Continue development of Coastal Hazard Risk 
Management and Adaptation Plan (CHRMAP) Aug 23 DES 

Asset Management Implement annual review of staff licencing requirements Dec 22 HR 
Human Resources Documenting processes of key staff June 23 HR 
Human Resources Manage and implement Award transition June 23 HR 

Note: Descriptions referring to Design, Operating and Overall Effectiveness of Controls is set out on 
Page 11 of the Town and Treatment options set out on Page 13. 

 

 
Report compiled by Michael Sparks, MS Consulting, 15 July 2022.This report is based on prevailing 
conditions at the time and information provided by Town of Cottesloe personnel. It does not imply 
that no other conditions exist. 
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ATTACHMENT 
ITEM 8.1.3A: 

BUSINESS CONTINUITY PLAN 2022 



Business Continuity Response 
Plan 

Version 1.0: September 2022 

Review date: September 2023 (or sooner, if managing a disruption) 
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Please read: Important information about this Plan 
for the user  
This document is a series of checklists developed and maintained in readiness for use during an 
incident resulting, or anticipated to result in a disruption to business-as-usual activities.  

The term ‘Incident’ can be used to indicate a ‘Crisis’, ‘Disaster’, ‘Emergency’, Accident or any other 
event resulting, or anticipated to result in a disruption.  

This plan’s main purpose is to offer guidance in restoring the Town to an acceptable level of 
operation by focusing on staff welfare, communications, time-critical business activities and those 
staff who will need to be contacted or mobilised due to the circumstances of the incident. 

Every incident is unique. Therefore, the gap between continuity planning and the real 
disruptive incident now being faced, needs to be filled with new information, gathered after 
an assessment of the circumstances of the incident, and the Plan and response options 
updated accordingly. See diagram on following page. 

An Organisation’s behaviours during an incident can significantly damage the trust of staff, 
the community and other stakeholders. Therefore, during a disruptive incident, the Town 
will seek to: 

1. Before all else, establish the safety and wellbeing of staff, visitors and the community. 

2. Provide regular, concise and meaningful communications internally and externally. 

3. Strategically manage the incident through strong leadership and clear decision-making
to return operations to normality.   

4. Work together as a team demonstrating the Town’s principles and values. 

5. Provide the Town’s community, customers and stakeholders with essential services. 

6. Provide staff with a safe working environment to support service delivery. 

7. Ensure that the recovery efforts have the necessary resources and support.  

8. Plan into the future. Set critical milestones and time frames for recovery.  

9. Ensure all actions are documented for investigators, debriefs and reviews. 

* Team checklists begin after the Table of Contents  

* Pandemic Checklist (Appendix B) 

*** Incident Leader Checklist at the back (Appendix C) 
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Appendix B – Pandemic Checklist 
This Guide should be used to help ensure the health and safety of staff by implementing protocols to limit the 
spread of the virus and limit potential exposure for employees while still delivering essential services.  

State-level disaster plans are separate to Business Continuity Plans as their focus is on community response 
and not for an individual organisation.  

A Pandemic may result in a loss of critical staff and/or an inability to access the workplace safely and/or a 
supply disruption. Impacts include: 

Health Impacts: 

High proportion of population become too unwell to undertake normal activities,

An increased demand on health care facilities and assets,

Re-direction of resources, to assist increasing demands for health care,

Possible ongoing physical and mental health issues.

Community Impacts: 

 Threatened supply reduction to critical infrastructure and services, 

 Burial capacity may not meet expectations, 

 Closure/restriction of social interaction activities, disrupting community life, 

 Demand for some pharmaceutical goods outstripping supply, 

 Diminished community confidence in government and care facilities, 

Social Impacts: 

 Isolation may cause social disruption, causing social segregation, 

 Increased support needs for vulnerable people (carers may not be available), 

 Volunteer services disrupted, 

Negative impacts from a change in work practices and environments,

Increased needs for physical and financial support for home quarantine requirements,

Law and order issues, potential community anxiety.

Economic Impacts: 

 Reduction in trade and commerce, to local economy, 

 Business activities disrupted leading, to possible business failure/s, 

 Loss of existing employment, 

 Shift in demand for goods and services, 

 Reduced cash flow resulting in economic downturn, 

 Potential rationing of goods and services, 

 Loss of tourism, 

 Extensive economic recovery period, 

 Global impact for widespread pandemics 

Reference: State Hazard Plan – Human Biosecurity (2019) 
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